IT Resilience – whose problem?
IT resilience is an
increasingly common
topic of conversation
and has only been
emphasised in the current
environment we find
ourselves in. Having cut
my teeth on data centre
transformation and IT
managed services back
in the early noughties,
I enjoy the debate of
disaster recovery versus
resilience and being
challenged as to whether
there is a place for both
and if so, in what ratio and
at what cost?

Disaster recovery versus IT resilience
Disaster recovery is an organisation’s ability to get services back
online after a failure or outage and is usually associated with major
catastrophic events from natural disasters to cyber-attacks. IT
resilience protects an organisation’s core services and functions,
either by preventing issues before they occur or, having robust
response plans that enable them to ‘bounce back’ from a failure or
breach acting quickly to mitigate already understood levels of risk
against service downtime.
This shift from protection to mitigation is not surprising given our
desire for ‘always on’ services that are personalised and delivered
in real time via our choice of device or dare I say, even person!
Across sectors we have seen a surge of investment in technology
and data centric focus to support business strategies that drive
up the acquisition and retention of customers through exceptional
customer experience and innovative new services in order to
remain competitive and relevant. Against this backdrop, any major
disruption is bound to hit the headlines.

But is it right to expect IT to shoulder
the whole burden?
Old operating systems, outdated architecture and a complex
history of merger & acquisition have the potential to create
bespoke and rigid environments that can become difficult and
expensive to manage. New technologies also come with a plethora
of challenges and integrating the two worlds, or not, needs careful
thought and planning.
Having a clear and robust IT resilience plan is a given, as is
testing despite the difficulties this can pose for the business.
Rationalisation of the IT landscape and a genuine commitment to
streamline the technology portfolio supported by procurement
is key, with the goal being a converged solution that leverages
automation and tooling to deliver a unified view of IT operations
supporting the free movement of critical workloads.

However, no I don’t believe it all falls on IT.
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Why isn’t IT alone responsible?
At its simplest, resilience is about ensuring the business has what
it needs to stay up and running and that key business processes
and data points are understood and captured. This requires a
holistic view, creating a case for change that involves the whole
organisation with each person playing their part. End to end
recovery processes, business impact assessments and escalation
routes in the event of an outage must be understood, documented
and remain relevant to the severity and risk over time. Critically, all
these elements must be accessible to the right people at the right
time, supported by the right data.
This is where it gets interesting; changing behaviours and building
a culture of ownership and empowerment. People, individually and
collectively, represent an important dimension of the operational
resilience challenge. Achieving common understanding and buyin across an entire workforce is no simple task and will include
training, rigorous third-party management and critically, senior
management support to align investment with immediate business
needs and the future strategy for growth and profitability.

It’s all in the planning
In reality, service disruptions will continue to happen despite
best efforts, but it is how we prepare and respond to them that
matters. Regulatory bodies are moving away from mandates
on the reporting of breaches, they want to see evidence that
organisations are taking these threats seriously and have robust
plans, procedures and skills in place to counter them. IT and the
wider business need to work together to deliver service restoration
and take ownership for the part they all need to play.
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Project One is committed
to working with customers
to find innovative and
pragmatic solutions to
their challenges and have
extensive and demonstrable
experience working within
financial services. Please
get in touch if you would
like to discuss any of the
areas highlighted here, or if
you simply need a sounding
board around the current
challenges you are facing.
Claire.luff@projectone.com

